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EXCLUIR APLICACIONES EN EL MODULO DE PREVENCION DE INTRUSIONES EN EL HOST

Para proteger archivos (por ejemplo, “Documentos” para archivos con extension *.doc , *.docx, *.jpg,

*.dbs, *.xls, *.xIsx *.ppt, *.pptx, etc).

Esta configuracion protege los archivos con estas extensiones para que no puedan ser modificadas por
aplicaciones catalogadas segliin Kaspersky como aplicaciones que no son de confianza.

[& Host Intrusion Prevention

Application privilege control | Protected resources

:[ .
I )
L, I

unauthaorized access to them.

Protected resources

Kaspersky Endpoint Security for Windows controls application activity that involves system
and user resources. You can add other resources to the list of protected resources to prevent

Exclusions

£ Everywhere

=4 Add g2 Edit 3 Delete

w4 Update

Application

=l [#]i&& Operating system
[+ [w] (5 Startup settings
2 [ [ System files
(= [ [ Security settings
(#) [#] (2 System services
=) [ I2) Personal data
fm User files
[+ [W] 5 Program settings

I Trusted
I Low Restricted
) High Restricted
fm Untrusted

Read Write Del...

= Leg events

oK Cancel

El procedimiento adjunto es para agregar una aplicacion confiable del cliente que Kaspersky no ha

catalogado como tal.

e Dirijase a las propiedades de la directiva donde desea realizar los cambios que estén trabajando los

equipos de la versidén que corresponda.

¥
File Action View Help

s z[E & @@

V. Kaspersky Security Center 10
B

4 Administration Server SRVKASPERSKY > Policies

Server SRVKASP|
4 [ Managed devices
b CJ CLENTES
b [ Mobile Device Management|
&' Device selections
L1 Unassigned devices
 Policies
B Tasks
[3) Kaspersky Lab Licenses
b B8 Advanced

Policies

Create a policy

Add/Remove cobmne

Name Status  Application
Kaspersky Endpoint Security for Windows (11.0.0)

& Kaspersky En: i polcy

Kaspersky Secu
Show policy in group in which it was created

& Kaspersky Sec
Compare policy to another policy

Export

Alltasks »
Group by column »
Cut

Copy

Delete

Export it

Kaspersky Security Center 10

Inherited Modi.. Creat.. Polic.. Group

curity for Windows (.. Not inherited  10/2..  10/1/.. 0 Managed devices

tter 10 Network Agent  Not inherited  10/1..  10/1/.. 0 Managed devices

| Properties I

< [0

Policies: 2

Refresh

Kaspersky Endpoint Security for Windows (11.0.0) x A

Kaspersky Endpoint Security for
Windows (11.0.0)

Managed devices

10/1/2018 11:59:19 AM
10/22/2018 12:28:35 PM

Application:

Administration group:
Created:
Changed:

Affected: 2 devices
Enforcement pending: 1 devices
Enforcement successful: 1 devices

Detals

+| Confiqure policy
»] Configure notffications
+] Export policy to fie v

petie KAJPERJKY S
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Luego ir a la Seccion “Proteccion de Amenazas Avanzadas” y seleccionar el médulo “Prevencion de
Intrusiones en el Host”, verificar que se encuentra activada

Seleccionar |

a opcion de “Configurar Reglas de Control (primera opcién).”

i Properties: Kaspersky Endpoint Security for Windows (11.0.0) [= 1= -

igh protection lew All recommended protection components are enabled.

Gi | . . )
enera Host Intrusion Prevention [@ &
Event configuration This component keeps track of application activities in the system and regulates the activity of
Advanced Threat Protection applications depending on their status,
Kaspersky Security Network Application rules [
Behavior Detection Settings Configure application rights to access user files and application settings
orto access operating system processes and objects.
Exploit Prevention
- - . Configure application rights to access various categories of operating
I Host Intrusion Prevention I settings system resources and personal data.

Remediation Engine
Application processing rules ﬁ
Essential Threat Protection
Update control rules for previously unknown applications from KSH databases

Security Controls Trust applications that have a digital signature

Delete control rules for applications that are not started for more than 60! : dayl(s)

Endpoint Sensor If trust group cannot be defined, automatically move Low Restricced
applications to

Data Encryption

Local tasks

. Programs launched before Kaspersky Endpoint Security are automatically
General Settings moved to the trust group: Low Restricted
Palicy profiles Edit

Revision history

Cancel Apply

e Ir a “Control de Actividad de Aplicaciones” : Luego seleccionar la carpeta “De Confianza” seguido dar

en “Agregar”

Application privilege control | Protected resources |

Configure application privilege control rules for policy

To assign rights to applications in the policy, import application rights to the policy from the Kaspersky Security Center global list of application rights.

To send application startup information to Administration Server, select the "Reports and Storage” tab in the policy properties and select the "About
started applications” check box in the "Data transfer to Administration Server” section.

ob Add g7 Edit ¥ D

fim Trusted

) Low Restricted

() High Restricted g
(5 Untrusted [

oK Cancel
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e Ingresar el nombre de la aplicacién a excluir (como mascara)

Luego una vez hecho el filtro seleccionar todas las aplicaciones que muestren en el resultado y verificar
que se agreguen al grupo de Confianza.

i [& Agregarap es) al grupo-de confianza

Para mostrar la lista de apficaciones, establezca un filtro de blizgueda usando varios criterios y haga clic en el boton “Actualizar”.
Seleccione las aplicaciones que desea agregar al grupo de confianza.

Aplicacion (po Proveedor (por mascars
A I |
Grupo: De confianza E Restriccion minima Grupo descorocido
ho confiable [v] Restriceion maxima
Periodo agregado [Todo eltiempo v|  oeleiomese [ alzivzne £ W

~ Seleccionar todo | Anular seleccisn

Aplicacién # | \Version delarchivo Proveedor Grupn Fecha de actualiz.

] [®] ATIESRICK EXE 6.1411.1159 AMD De confianza 221208

‘Agregar aplicaciones seleccionadas al grupo || De confianza »||

Finalmente aplicar los cambios y realizar las pruebas para validar que esté trabajando de manera
correcta la politica configurada.
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